
Certified Information Systems Security Professional (CISSP)® 

Course Specifications 
 
Course length: 5.0 day(s) 

Course Description 

Welcome to Certified Information Systems Security Professional (CISSP)®. With your 
completion of the prerequisites and necessary years of experience, you are firmly grounded in 
the knowledge requirements of today’s security professional. This course will expand upon 
your knowledge by addressing the essential elements of the 10 domains that comprise a 
Common Body of Knowledge (CBK)® for information systems security professionals. The 
course offers a job-related approach to the security process, while providing the basic skills 
required to prepare for CISSP certification.  

Course Objective: You will control access to data and information systems using common 
access control best practices. You will discover how networks are designed for security, and 
the components, protocols, and services that allow telecommunications to occur in a secure 
manner. Next, you will learn about the principles of security management and how to manage 
risk as part of a comprehensive information security management program. You will explore 
applications and systems development security controls. Then, you will learn how to perform 
cryptography and how to secure system architecture. You will examine operations security 
and the appropriate controls and best practices to use to keep operations secure. You will 
learn how to perform business continuity planning and apply physical security to protect 
organizational assets and resources. Finally, you will explore law, investigations, and ethics 
with respect to information systems security and computer forensics. 
 
Target Student: Students pursuing CISSP training want to establish themselves as credible 
computer security professionals through a study of all 10 CISSP Common Body of Knowledge 
domains. Validating this knowledge is the goal of certification; therefore, students attending 
this training should also meet the requirements needed to sit for the CISSP certification exam. 
These include four years of direct professional work experience in one or more fields related 
to 10 CBK security domains, or a college degree and three years of experience. Check with 
(ISC)2 for the most up-to-date requirements. New certifications have emerged and will 
continue to emerge from (ISC)2, which may cause changes to base requirements.  
 
Prerequisites: Students should have certifications in A+, Network+, or Security+, or possess 
equivalent professional experience. Students may have one or more of the following 
certifications or equivalent experience: MCSE, SCNP, CCNP, RHCE, LCE, CNE, SSCP, 
SANS, or GIAC. 
 
Delivery Method: Instructor led, group-paced, classroom-delivery learning model with 
structured hands-on activities. 

Hardware Requirements 

• A CD-ROM drive.  
• A mouse or other pointing device.  
• A 1024 x 768 resolution monitor.  
• A projection system to display the instructor's computer screen.  



 

Performance-Based Objectives 

Upon successful completion of this course, students will be able to:  

• Control access to information systems.  
• Network systems and telecommunications.  
• Define security management.  
• Create applications security.  
• Perform cryptography.  
• Secure system architecture.  
• Execute operations security.  
• Perform business continuity planning.  
• Apply physical security.  
• Apply law, investigations, and ethics.  

Course Content 

Lesson 1: Controlling Access to Information Systems  
Topic 1A: Control Data Access  
Topic 1B: Control System Access  
Topic 1C: Determine an Access Control Administration Method  
Topic 1D: Perform a Penetration Test 

Lesson 2: Networking Systems and Telecommunications  
Topic 2A: Design Data Networks  
Topic 2B: Provide Remote Access to a Data Network  
Topic 2C: Secure a Data Network  
Topic 2D: Manage a Data Network 

Lesson 3: Defining Security Management  
Topic 3A: Determine Security Management Goals  
Topic 3B: Classify Information  
Topic 3C: Develop a Security Program  
Topic 3D: Manage Risk 

Lesson 4: Creating Applications Security  
Topic 4A: Perform Software Configuration Management  
Topic 4B: Implement Software Controls  
Topic 4C: Secure Database Systems 

Lesson 5: Performing Cryptography  
Topic 5A: Apply a Basic Cipher  
Topic 5B: Select a Symmetric Key Cryptography Method  
Topic 5C: Select an Asymmetric Key Cryptography Method  
Topic 5D: Determine Email Security  
Topic 5E: Determine Internet Security 

 
 
 
 



 
 
Lesson 6: Securing System Architecture  

Topic 6A: Evaluate Security Models  
Topic 6B: Choose a Security Mode  
Topic 6C: Provide System Assurance 

Lesson 7: Executing Operations Security  
Topic 7A: Control Operations Security  
Topic 7B: Audit and Monitor Systems  
Topic 7C: Handle Threats and Violations 

Lesson 8: Performing Business Continuity Planning  
Topic 8A: Sustain Business Processes  
Topic 8B: Perform Business Impact Analysis  
Topic 8C: Define Disaster Recovery Strategies  
Topic 8D: Test the Disaster Recovery Plan 

Lesson 9: Applying Physical Security  
Topic 9A: Control Physical Access  
Topic 9B: Monitor Physical Access  
Topic 9C: Establish Physical Security Methods  
Topic 9D: Design Secure Facilities 

Lesson 10: Applying Law, Investigations, and Ethics  
Topic 10A: Interpret Computer Crime Laws and Regulations  
Topic 10B: Apply the Evidence Life Cycle  
Topic 10C: Perform an Investigation  
Topic 10D: Identify Codes of Conduct 

Appendix A: CISSP Certification Exam Objectives 

Appendix B: SSCP Certification Exam Objectives 

     
 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


